IMAMSITKA
JIJIS1 OBYUAIOIIUXCS OB UHO®OPMAIIMOHHON
BE3OIMACHOCTH JETEN

HEJIb34

1. Bcem moapsa cooOmiath CBOI YacTHYIHO HMH(OpMAIHIO
(HacTosAmMe UM, paMmInio, TeaeoH, aapec, HOMEp IIKOJIbI, a TAKXKe
dboTtorpaduu CBOM, CBOEH CEMbU U APY3EH);

2. OTKpbIBaTh BJIOKEHHBIE (DAMIIBI JIIEKTPOHHOM MOYTHI, KOTJla HE
3HACUIb OTIPABUTEIS;

3. I'pyOuth, mpuaupaThcsi, OKa3blBaTh JAaBICHHUE - BECTU cCeOs
HEBEXKJIMBO U arPECCUBHO;

4. He pacnopspkaiics JeHbramMu TBOEH CeMbM 0€3 pa3pelieHUs
CTapLIMX - BCETIa CIpalluBail pOAUTENEH;

5. He BcTpeuarics ¢ MHTEpHET-3HAKOMBIMU B pEajbHOM KU3HU -
MOCOBETYICS CO B3POCIBIM, KOTOPOMY JIOBEPSIEIIb.

OCTOPOXHO

1. He Bce numyt npaBay. Yurtaemb o cede Henpaay B MIHTepHeTe
- cO0001IM 00 3TOM CBOMM POJIUTEIISIM UJIU OTIEKYHAM;

2. llpurnamarT NOEpeNUChIBATHCS, UIrpaTh, OOMEHUBATHCSI -
IIPOBEPH, HET JIU MTOJIBOXA,;

3. Hezakonnoe konupoBanue (aitioB B IHTepHETE - BOPOBCTBO;

4. Bcerma pacckasbiBail B3pOCIbIM O TpoOjieMax B CETH - OHHU
BCErJa OMOI'YT;

5. Ucnonw3yil HAaCTPOMKHA OE30ITaCHOCTH U IIPUBATHOCTU, YTOOBI HE
MOTEPSTh CBOU AKKAYHTHI B COLICETIX U APYTUX MOPTAIAX.

MOKHO

1. YBaxkai Ipyrux mnoJib30BaTeeu;

2. Ilomp3yembcss THTEpHET-UCTOYHUKOM - JI€JIaid CChUIKY Ha HETO;

3. OTKpBIBaM TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmaTecs 3a MOMOIIBIO B3POCIBIM - POJAUTENN, ONEKYHBI U
aIMHUHUCTPAIIHS CAUTOB BCETIA TOMOTYT;

5. IIpoitqu oOydenue Ha caite "CeTeBHYOK" M MOJIy4YH MACHOPT
U POBOro rpaxkaaHyuHal



NHOPOPMALIUOHHASA ITAMSATKA
JJISA OBYYAIOLIUXCA IJIA PASMEILIEHUSA
HA OOUIIHUAJIBHBIX UHTEPHET-PECYPCAX

C KaXIpIM TOJIOM MOJIOJASKHU B MHTEPHETE CTAaHOBUTHCA OOJbIIE, a
IIKOJILHUKU OJHU W3 CaMbIX aKTHUBHBIX IOJIb30Barenend PyHera. Mexmy
TE€M, IIOMUMO OTPOMHOI'0 KOJIMYECTBA BO3MOXKHOCTEHW, HHTEPHET HECET U
poOJieMbl. DTa MaMsATKa JOJDKHA MOMOYb TeOe 0€30I1acHO HaXOUThCS B
CETH.

KoMublOTEepHBbIE BUPYCHI

KoMnbeloTepHBIM BHPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX
OporpamMM,  OTJUYUTEIIBHOM  OCOOCHHOCTBIO  KOTOPOW  SIBJISIETCS
CITIOCOOHOCTh K Pa3MHOXKEHUIO. B JIONOJHEHHE K 3TOMY, BUPYChl MOTYT
MOBPEAUTh WJIM TOJHOCTbIO YHHYTOXHUTH Bce (alabl W JaHHBIC,
MOJKOHTPOJIbHBIE IOJIB30BATEII0, OT UMEHH KOTOPOTo Oblila 3amlylleHa
3apak€HHasl IporpamMma, a TaKKe IMOBPEAUTh WM JTAKE YHHUUYTOXKHUTH
ONEpPaIMOHHYI0 CUCTEMY €O BceMM (paiimamMu B 11€JIoM. B OOJIBIIMHCTBE
CJIIy4aeB PaCIpOCTPAHSIOTCS BUPYCHI UEPE3 UHTEPHET.

MeToapl 3aUThl OT BPEIOHOCHBIX ITPOrPaMM:

1. Wcnosb3yld COBPEMEHHBIE ONEPALMOHHBIE CUCTEMBI, WMEIOIIUE
CEPbE3HBIA YPOBEHBD 3AIUTHI OT BPEIOHOCHBIX ITPOrPaMM;

2. IlocTrosaHHO ycTaHaBivMBai mayTu (LU(POBBIEC 3aMIaTKH, KOTOPbHIC
aBTOMATHUYECKH YCTAHABIMBAIOTCS C ILENbI0 JOPAOOTKH HPOrpaMMmbl) U
Ipyrue OOHOBJICHHMS CBOEHM orepalMoHHOM cucteMbl. CkauMBal HX
TOJIBKO ¢ oduiuanbHOrO caiita paspadorunika OC. Ecim cyiiecTByer
PEXKUM aBTOMATHYECKOTO OOHOBJICHUSI, BKIIFOUH €TO0;

3. Paborail Ha cBOeM KOMIIbIOTEpE 10 MpaBaMu MOJIb30BaTENsA, a HE
aIMUHHUCTpaToOpa. OTO HE TO3BOJMT OOJIBIIMHCTBY BPEIOHOCHBIX
MIPOrpamMM MHCTAJUIUPOBATHCS HA TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnionp3yil aHTUBUPYCHBIE MPOTPAMMHBIE MPOIYKTHI MU3BECTHBIX
MPOM3BOJIUTENICH, C aBTOMAaTHYECKUM OOHOBIICHHEM 0a3;

5. Orpannyb GU3NYECKUN JOCTYH K KOMIIBIOTEPY JIJIsI MOCTOPOHHUX

6. Mcnonip3yit BHEIIHME HOCUTEIN WH(POpMAIIUM, TaKhue KakK (ielka,
TMCK WU (aili u3 MHTEpPHETA, TOJBKO U3 MPOBEPEHHBIX HCTOUHUKOB,;

7. He oTkpbiBali KOMIbIOTEpHbIE (DaiJIbI, TOJy4YEHHBIE U3
HEHAJISKHBIX HMCTOYHHMKOB. Jlaxke Te ailiiabl, KOTOopble IpHCal TBOU
3HAKOMBIN. JIydllle yTOYHU y HETO, OTIPABIISLI JIU OH TEOE UX.




Cerun WI-FI

Wi-Fi - 10 He BuWa mepenayu JaHHBIX, HE TEXHOJOTHS, a BCETO
auiib Openja, mapka. Eme B 1991 romy Humepianickas KOMIAHMS
3apeructpupoBaia opens "WECA", uto 0003Ha4ano CI0BOCOUYETAHUE
"Wireless Fidelity", xortopeiii mnepeBoauTcs Kak '"OecrpoBOHas
TOYHOCTB".

Jlo Hamero BpeMeHU Jonia jApyras abOpeBuarypa, KoTopas
SBJISIETCS TaKOM K€ TeXHoJyioruei. D1o abbOpeBuarypa "Wi-Fi". Takoe
Ha3BaHWE OBUIO JIaHO C HAMEKOM Ha CTaHJapT BBICHIEH 3BYKOBOM
texHuku Hi-Fi, 4to B mepeBojie 03HavaeT "BbICOKAst TOYHOCTD .

Jla, OecIulaTHBIM MHTEPHET-AOCTYI B Kade, OTeNsIX U a’pornoprax
SABJISICTCS OTJIMYHOM BO3MOXXHOCTHIO BbIXOJa B MHTepHeT. Ho MHorue
AKCHEPThl CYUTAIOT, YTO OOIeaocTynHble Wi-F1 ceTu He sABISIOTCS
0€30MaCHBIMU.

CogeTsl 110 6e30macHOCTH PabOTHI B 00mIeI0CTYHBIX ceTsax Wi-fi:

1. He nepenaBaii cBow JWYHYIO HHpOpMmanuio  Yepes
obmenoctynaeie Wi-Fi cern. PaboTast B HUX, ’KeJlaTeIbHO HE BBOJIUTH
NapoJii JIOCTYNa, JOTUHBI U KaKKEe-TO HOMEPA;

2. HUcnons3yii u OOHOBISAM AHTUBUPYCHBIE MPOTPAMMBI U
Opanamayep. Tem caMbIM Thl 00€30MaCHIIb Ce0s OT 3aKa4KH BUpyca Ha
TBOE YCTPOMCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkimoun Gynkiuro "OOui 1oCTyn
K ¢aiinaMm u npuHtepam". J[anHas GyHKIMSA 3aKpbiTa IO YMOJIYAHMIO,
OJIHAKO HEKOTOpbIC TOJIb30BATEId AKTUBHPYIOT €€ s yJIoOCTBa
UCIIOJIb30BAHUS B pa0OTE MU y4eOe;

4. He wucnonp3yii nyOmmunsii WI-FI gns nmepegaum JM4YHBIX
JAHHBIX, HalpUMep JUISI BBIXOJAa B COIMAJIbHBICE CETH WIH B
AIEKTPOHHYIO MOYTY;

5. Ucnone3yn Tonbko 3amuiieHHoe coeauHenue dyepe3 HTTPS, a
He HTTP, 1.e. npu Habope BeO-anpeca BBoau uMeHHO "https://";

6. B moOounsHOM Tenedone otkimtoun pyHkuuio "lloakmodyeHue K
Wi-Fi aBromatnduecku". He momyckaii aBTOMaTHYECKOTO TTOAKITIOUCHUS
ycTpoicTBa Kk ceTsam Wi-Fi 0e3 TBoero cormnacusi.



ConnajbHbIe CeTH

CoruanbHbIe CETH aKTUBHO BXOJST B HAIly XW3Hb, MHOTHE JIFOIH
paboTaloT W JKMBYT TaM TNocTossHHO, a B Facebook yxke
3apETUCTPUPOBAH MUJUIMAPH YEIOBEK, UYTO SIBISETCS OJHOM CEIbMOM
BCEX KUTEJEU IUIaHEThl. MHOTHWE IOJIB30BATENM HE ITOHUMAIOT, YTO
uH(popmanus, pa3MelieHHass UMU B COIIMAJIbHBIX CETSAX, MOXET OBITh
HalJieHa W MCII0Jb30BaHa K€M YrOJHO, B TOM YHCJIe HE 0053aTeJIbHO C
OJIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO O€30MaCHOCTU B COIUAIIBHBIX CETSX:

1. Orpannub CMCOK Apy3ed. Y TeOsl B ApY3bsX HE JOJDKHO OBIThH
CJIyYalHbIX U HE3HAKOMBIX JIFOJIEH;

2. 3Bammumiaii CBOIO YacTHYI KW3Hb. He ykaspiBall mapoJiu,
TeneoHbl, aapeca, JaTy TBOEr0 POXICHUS M APYTYyIO JIMYHYIO
uHpopmanuio. 3JIO0YMBIIIJICHHUKH  MOTYT  HCIHOJB30BaTh  JaxKe
uH(pOpPMaLIMIO O TOM, KaK Thl U TBOM POJAUTENHN IUIAHUPYETE MPOBECTU
KaHHUKYJIbI;

3. 3amuIinan CBOIO PEMYTAHIO0 - JCPKU €€ B YUCTOTE W 3aJaBau
cebe BOmpoc: XOTe Obl Thl, YTOOBI APYrUe MOJIb30BATEIN BUACIH, YTO
Thl 3arpyxaemb? llogymal, mnpexae dYeM 4YTO-TO OIyOJMKOBATh,
HAIKUCATh U 3arPy3UTh;

4. Ecau Thl TOBOPHIIL C JIOABMH, KOTOPBIX HE 3HACIIb, HE
HCIIOJIb3YH CBOE peajbHOE UMS U JAPYTYIO JUYHYIO HH(POpMAIIUK: UM,
MECTO JKUTEIBCTBA, MECTO Y4€Obl U POUEE;

5. W30erait paszmemieHust Qotorpaduii B HHTEepHETE, TlI€ ThI
M300paKEH HA MECTHOCTH, MO KOTOPOW MOXHO ONPEAECIUTH TBOE
MECTOIIOJIOKEHUE;

6. Ilpu perucrpanuu B COIMAIBHOW CETH  HEOOXOIUMO
UCIIOJIb30BaTh CJIOKHBIE TApPOJIHU, COCTOSIMEe U3 OYykB M HUPp U C
KOJIMUSCTBOM 3HAKOB HE MEHee §;

7. Jlns couManbHOW CETH, MOYTHl M JPYTMX CAUTOB HEOOXOJIUMO
UCIIOJIb30BaTh pa3Hble Maposii. Torga eciad TeOs B3JIOMAlOT, TO
3JIOYMBILIUJIEHHUKU MOJIy4aT JOCTYH TOJIBKO K OJHOMY MECTY, & HE BO
BCE Cpasy.



DJIEKTPOHHBIC NeHbI'1

DJIEKTPOHHBIC JICHBI'M - 3TO OYE€Hb YAOOHBIM CIIOCOO IIATEXKEH,
OJIHAKO CYIIECTBYIOT MOUIICHHUKH, KOTOPBIE XOTSIT IMOJYYUTh 3TH
JIEHBTH.

DJIEKTPOHHBIE JIEHBI'HM MOSIBUJIMCh COBCEM HEAABHO M UMEHHO M3-32
TOr0 BO MHOTHX TOCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B
3aKOHaXx.

B Poccuu xe oHM (PYHKIMOHUPYIOT U O HHMX YK€ IMPOIMHCAHO B
3aKOHE, TJI€ UX Pa3JesaioT Ha HECKOJIbKO BUIOB - AHOHUMHBIE M HE
aHOHUMHBbIC. Pa3HHIla B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaercsi  MNPOBOJMWTH  omepanuud  0e3  WACHTU(HUKAIUU
MOJIb30BaTENsl, 4 B HEAHOHUMHBIX HWJICHTH(UKAIMS TMOJIb30BaTENS
SABJISECTCS 00s3aTEIbHOM.

Taxoxe ciaeayeT paznuyaTh dJIEKTPOHHbIE (pUaTHBIE ACHBIU (PaBHBI
rOCYJJapCTBEHHBIM BaJIIOTaM) U AJIEKTPOHHbIE He(dUaTHBIC NECHbIU (HE
PaBHBI TOCYIAPCTBEHHBIM BAIKOTAM).

OcHOBHBIE COBETHI IO Oe30macHON paboTe C BICKTPOHHBIMU
JNCHbIaMH:

1. ITpuBskuM K c4eTy MOOWIBHBIN TeleoH. DTO camblil yIOOHBIN U
OBICTPBIN CIOCOO BOCCTAHOBUTH JOCTYN K cuery. IlpuBsizaHHBIN
TejaeOH TMOMOXKET, €CIM 3a0yJellb CBOM IUIATEXKHBIM Mapoib WU
3alJIellb HA CAlT C HE3HAKOMOI'O YCTPOUCTBA;

2. Hcnone3dynn onpHOpaszoBble mnaponu. llocne mnepexoma Ha
YCUJICHHYIO aBTOPH3AIMI0 T€OE yxke He OyAeT yrpoxarhb OMAacHOCTH
KpaX! WK NIEPEXBATA MJIATEKHOTO MAPOJIA;

3. BbeiOepu cioxHblii naposib. lIpectynHukam OyAeTr HE HpOCTO
yrajaTh CIOXKHBIM MapoJib. Hasie:kHbIE Mapoi - 3TO Mapoyiv, KOTOPHIE
coJiep>XKaT HE MEHEe § 3HAKOB M BKJIIOYAIOT B CEOSl CTPOYHBIE U
NpONUCHBIE OYKBBI, IU(PHI U HECKOJBKO CHUMBOJIOB, TAKHE KaK 3HAK
noJiapa, pyHTa, BOCKJIMIATEIbHBIN 3HaK 1 T.1. Hampumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JAaHHBIE Ha CaWTax, KOTOPBIM HE
JNOBEPSEIIb.



DJIEKTPOHHAS MOYTA

DJIEKTPOHHAS TI0YTA - 3TO TEXHOJIOTUS U TIPEIOCTABIISIEMBIE €IO
YCIAYTH MO TMEPEChUIKE U TOJIYUYCHHUIO DJICKTPOHHBIX COOOIICHUM,
KOTOpBIE  paclpeiessitoTCd B KOMIbIOTEpHOW ceTh. OOBIUHO
AJICKTPOHHBIM TOYTOBBIM SIIUK BBITJSAUT CIACAYIOMIMM 00pa3oM:
UMsI_TIOJIh30BaTENA(@UMS_JIOMeHa. Takke KpoMe mepefayd MpOoCTOro
TEKCTa, UMEETCSI BO3MOXKHOCTh Tepe/iaBaTh (paibl.

OCHOBHBIE COBETHI MO O€30MacHOM paboTe ¢ AIEKTPOHHOM MOUTOM:

1. Hago BbIOpaTh NpaBWIBHBIA TMOYTOBBIM cepBUC. B mHTEepHETE
€CTh OTPOMHBIN BBIOOp OECIIATHBIX ITOYTOBBIX CEPBHUCOB, OJIHAKO
Jay4ule T0BEPATh TEM, KOI'0 3HACIIb U KTO IEPBbIA B PEUTUHTE;

2. He yka3piBail B JWMYHOW TOYTE JIMYHYHO HMHOOpPMAIIHUIO.
Hanpumep, nyudiiie BeIOpaTh "My3bikalibHbI  (paHaT(@" unu "pok2013"
BMecTo "Ttemal3";

3. Mcnonp3yl NBYX3TalHYI0 aBTOPHU3ALUIO. JTO KOTJa MOMHUMO
[apoJId HY>KHO BBOJIUTH KOJ, TPUCBHUTAEMBIN 110 SMS;

4. BpiOepu CIOXHBIM Maposib. s KaXJI0ro MOYTOBOTO SIIHUKA
JOJI’KEH ObITh CBOM HaJCXKHBIM, yCTOMUMBBIN K B3JIOMY HapoJib;

5. Eci ecTth BO3MOXHOCTb Hamucarb CamMOMY CBOM JIMYHBIN
BOIIPOC, MUCITIOJIb3YH 3TY BO3MOXKHOCTb;

6. MIcrionb3yl HECKOJIBKO TTOYTOBBIX AIAKOB. [I€pBBIN 17151 4aCTHOU
MIEPENUCKHU C aAPECATAMHU, KOTOPBIM ThHI TOBEPAECIIb. DTO AJIEKTPOHHBIN
aApec HE HAJI0 UCTI0JIb30BaTh MPU PETUCTPAlMM Ha (POopyMax U calTax;

7. He oTkpbIBaii (pailyibl ¥ IPyrue BIOKEHUS B MUCbMax, Ja)Xe €CIIH
OHU MPUIILUIA OT TBOUX JApy3eul. JIydime yTouHu y HUX, OTIPABISIIMA JIU
OHM T€O€ 3TU (PaIbI;

8. Ilocne oxoHYaHus pabOOThI HA IOYTOBOM CEpPBHUCE TIEpen
3aKpBITUEM BKJIAJKH C CAUTOM HE 3a0yAb HaXxkaTh Ha "Beridtu".



KnoepOovyJaamHr wjm BUPTYAJbLHOE N3AE€BATEJILCTBO

KubepOynauHr - mpeciesoBaHHE COOOIICHUSIMHU, COJACPKaIlMMU
OCKOpOJICHUSI, arpeccuio, 3alyTMBaHWE; XYJHUTaHCTBO; COLMAIbLHOE
OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI IO OOPHOE C KMOEPOYIIITUHTOM:

1. He Opocaiicsa B 6oi. JIydmuii cmoco0: MOCOBETOBATHCS KaK ceOs
BECTHM M, €CJM HET TOro, K KOMY MOXHO OOpaTUThCS, TO BHaYaje
YCIOKOUThCS. Ecnau Thl HayHellb OTBEYaTh OCKOPOJICHUAMH Ha
OCKOPOJIEHUSI, TO TOJIBKO €111€ OOJIbIIe Pa30kKKeIlb KOH(PIUKT;

2. YrpaBiisiii cBoeil KMOeppenyTaluei;

3. AHOHMMHOCTL B ceTH MHHUMas. CylIeCTBYIOT CIOCOOBI
BBISICHUTB, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crTouT BecTM XYJIUTaHCKUWA 0Opa3 BUPTYAJIbHOW KU3HMU.
NuTepHeT PuKCUpyeT BCe TBOM JACHCTBUA M COXpAaHSIET UX. Y JaTUTh UX
OyJIeT KpaitHe 3aTpyHUTEIbHO;

5. CoOmro1ail CBOIO BUPTYAIbHYIO YECTh CMOJIOJY;

6. Nrnopupyu € AMHUYHbBII HETaTuB. OnHOopa3oBeie
OCKOpPOUTEIbHBIE  COOOIEHUST Jydllle HUrHOopupoBatb. OOBIUHO
arpeccus NpeKpaIlacTcs Ha Ha4YaJbHOW CTaJuu;

7. ban arpeccopa. B mnporpammax oOMeHa MIHOBEHHBIMU
COOOIIEHUSIMHU, B COIIMATIBLHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKUPOBKHU
OTIPaBKU COOOIIECHUH C OMPEICICHHBIX aJIPECOB;

8. Ecmm T cBumgerens kuOepOyiuinHra. TBOW  JEHCTBUA:
BBICTYIIUThH ITPOTUB MPECIEAOBATEIIS, IOKA3aTh €My, YTO €ro JICUCTBUS
OLICHUBAIOTCA HETaTUBHO, TMOJJEPkKATh KEPTBY, KOTOPOM HYKHA
MICUXOJIOTUYECKAasi  MOMOIb, COOOIIUTH  B3pOCHBIM O  (hakTe
arpeCCUBHOTO MOBEJICHUS B CETH.



MoomwibHbIN TEeJaehoH

CoBpeMeHHbIE cMapT(HOHBI U TUJIAHILIETHI COJIEPKAT B C€OE BIIOJIHE
B3pOCIBIM (PYHKIIMOHAJ, WM TENEepb OHU MOTYT KOHKYPHPOBAThb CO
CTallMOHApPHBIMU KoMmbloTepamMu. OJHAKO, CPEACTB 3alluThl s
MOJOOHBIX YCTPOMCTB IIOKa OYEHb Majo. TecTupoBaHHWE U ITOMCK
YSA3BUMOCTEW B HUX IPOUCXOAUT HE TaK MHTEHCUBHO, Kak i [IK, To
K€ CaMO€ KacaeTcsl U MOOUJIbHBIX MPUIIOKEHUH.

CoBpeMeHHbIE MOOUJIBHBIE Opay3ephbl YK€ MPAKTUUECKH JOTHAIH
HACTOJIbHBIE AHAJIOTH, OJHAKO pacHIMpeHHe (PyHKIIMOHaja BJEYET 3a
0001 OOJIBIIYIO CJI0KHOCTh M MEHBIITYIO 3aIUIIIEHHOCTbD.

Jlareko HeE Bce MPOU3BOJMUTEIM BBITYCKAIOT OOHOBJICHUS,
3aKpBIBAIOIINE KPUTHUIECKUE YSI3BUMOCTH JIJISI CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI 111 O€30MaCHOCTH MOOMILHOTO TeaedoHa:

Huuero He sBaseTcs Io-HacTosAmeMy OecrmjiaTHBIM.  bynb
OCTOpOXEH, Be/Ib Korja Tede npejaratoT OeCIuiaTHbIN KOHTEHT, B HEM
MOTYT OBITh CKPBIThI KAKUE-TO IJIATHBIC YCIYTH;

Hymaii, npexae yeM otnpaButb SMS, Goto win Buaeo. Thl TOUHO
3HAEIlb, I'7I€ OHU OYAYT B KOHEYHOM UTOTE?

HeoOxonumMo  OOHOBJISITH  OMEPAIMOHHYIO  CHUCTEMY  TBOETO
cMapTdhoHa;

Hcnonb3yil  aHTUBUPYCHBIE  MPOrPaMMbl  JJIE  MOOWJIBHBIX
Tee(OHOB;

He 3arpy»xail npuiaoXeHus OT HEM3BECTHOTO MCTOYHHKA, BEb OHU
MOTYT COJIEp>KaTh BPEAOHOCHOE MPOrpaMMHOE 0OECIICUCHUE;

ITocime TOro kKak Thl BBIMICIIL C CaWTa, TJ€ BBOJAWI JIMUYHYIO
nH(pOopMaLHIo, 3ali/I1 B HACTPOUKHU Opay3epa u yaainu cookies;

[Teprionnyecku NpoBEpsii, KAKUE TJIATHBIE YCIYTM aKTUBUPOBAHBI
Ha TBOEM HOMEPE;

JlaBali CcBOM HOMEp MOOWJIBHOIO TejeOoHA TOJBKO JIHOMSIM,
KOTOPBIX Thl 3HACIIb U KOMY JI0BEPSCIIIb;

Bluetooth qomkeH ObITh BBIKIIFOUEH, KOT/1a Thl UM HE MOJIb3YEIIbCH.
He 3a0b1Bail nHOT 1A TPOBEPSITH ITO.



Online urpni

CoOBpEMEHHBIE OHJIAWH-UTPBI - 3TO KPACOUHBIE, 3aXBATHIBAOIINE
pa3BieueHUS, OOBEIUHSIONIME COTHU THICSY YEIOBEK 110 BCEMY MUDY.
Urpoku wucciaeayroT AaHHBIA UM MHUpP, OOIIAIOTCS JAPYr C JAPYroM,
BBITIOJIHSIFOT 3aJJaHUs, CPAKAIOTCS C MOHCTPAMH M MOJIYy4arOT OMBIT. 3a
yAOBOJILCTBUE OHU IUIATAT: MOKYMAIOT JAUCK, OIJIAYMBAIOT a0OHEMEHT
WJIU TIPUOOPETAIOT KAKUEe-TO OIIIHH.

Bce atu cpencrBa uayT Ha MOJJIEpPKAHWUE W PA3BUTHUE WIPHI, a
TaKkk€ Ha caMy O€30MacHOCTh: COBEPIICHCTBYIOTCS  CHCTEMBI
aBTOpPU3AIIMH, BBITYCKAIOTCS HOBbIC MaT4u (IU(PPOBbIC 3aIlIaTKU s
pOrpaMm ), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1nomoOHBIX wurpax CTOUT oOIacaTbCsi HE CTOJBKO CBOHMX
COIIEPHUKOB, CKOJIBKO KPa)KM TBOETO IMapoJisi, HA KOTOPOM OCHOBaHa
CHUCTEeMa aBTOpU3aIuK OOJIBITUHCTBA UTP.

OCHOBHBIE COBETHI 10 0€30MAaCHOCTH TBOETO UTPOBOT0 AKKAYHTA:

1. Ecnm npyroii urpok Bener ceds IUIOXO WM CO3JaeT Teoe
HEMPHUATHOCTH, 3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. Iloxanyica agMUHHUCTPATOPaM HWIPHl HA IUIOXOE IOBEIACHHUE
ATOr0 UIPOKA, JKEIATEIBHO IPUIOKUTH KAKUE-TO J0KA3aTelbCTBA B
BUJIE CKPUHOB;

3. He yka3biBail 1nuHyro nH@opmaiuio B mpodaiisie urpsl;

4. YBaxaul Apyrux y4aCTHHUKOB II0 UTPE;

5. He ycTranaBnuBaii Heo(UIMAIbHBIC TATYU U MOJIbI;

6. Mcnonb3yi CHOKHBIE U Pa3HBIE TTAPOJIH;

7. [Jaxxe BO BpeMsI UTPBI HE CTOUT OTKJIFOYaTh aHTUBUPYC. [10Ka ThI
Urpaciib, TBOU KOMIIBIOTEP MOT'YT 3apa3UTh.



OUINMHT WA KpaxKa JUYHbIX JaHHbIX

OOBIYHON Kpakel JEHEr W JOKYMEHTOB CETOJHS YK€ HUKOTO HE
yYAUBUIIIb, HO C PA3BUTHEM HHTEPHET-TEXHOJIOTUM 3JIOYMBIIIJICHHUKH
NEePEMECTUINCh B MHTEPHET, M IIPOJI0KAIOT 3aHUMAThC " M00MMBIM"
TIETIOM.

Tak mosiBUIach HOBas yrpo3a: HUHTEPHET-MOIIECHHUYECTBA WU
GUIIMHT, TJaBHas I€db KOTOPOTO COCTOUT B  IOJYyYCHUU
KOH(MHUACHIINAIBbHBIX JaHHBIX MOJIb30BaTeIeH - JOTMHOB 1 naposeii. Ha
aHTJIMACKOM si3bike phishing umTaercss kak ¢ummHr (ot fishing -
pBIOHAs J0BJIS, password - mapoJb).

OCHOBHBIE COBETHI 10 0OpKOE ¢ (HUIIHMHTOM:

1. Cnenu 3a cBOMM akKayHTOM. Eciy ThI 10J103peBaclilb, 4TO TBOS
aHKeTa ObUla B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBATh €€ U
COOOIIUTH IMUHUCTPATOPaAM pecypca 00 3TOM KaKk MOKHO CKOPEE;

2. Wcnonp3yit O6e3omacHble BEO-CalThl, B TOM YHUCJIE, WHTEPHET-
Mara3uHOB U TTIOMCKOBBIX CHUCTEM;

3. Wcnonw3yi CIOXKHBIE U pa3Hble Mapoyiv. Takum oOpa3om, eciu
TE€0s B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH TOJY4YaT JOCTYI TOJBKO K
OJIHOMY TBOEMY MPO(]IIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s1 B3JIOMaJIA, TO HEOOXOAUMO MPEAYIIPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOPBIE J1I00ABJICHBI y T€OSI B JPYy3bAX, O TOM, UYTO TeOs
B3JIOMAJIA W, BO3MOHO, OT TBOETO UMEHHU OYyJIET pacchlaThCs criaM U
CCBUIKU Ha (DUIIIMHTOBBIC CANTHI;

5. YcranoBu HagexHblid naposib (PIN) Ha MOOMIBHBIN TeNne(OH;

6. OTKIIIOYM COXpaHEHUE MapoJIs B Opaysepe;

7. He oTkpbIBaid (pailibl ¥ IPyrue BIOKEHUS B MUCbMax, Ja)Xe €CIIH
OHU MPULLIX OT TBOUX JApy3ei. JIydllle yToUYHU y HUX, OTIPABIISIIA JIU
OHU T€O€ ATH (hailIIbI.



IlndpoBas penvranus

[udpoBas penyranuss - 3TO HEraTMBHAs WA TMO3UTUBHAs
uHpopmanuss B cetd o Tebde. Kommpomerupyromass uHbopMarus,
pa3MeIlleHHas B MHTEPHETE, MOXKET CEPbE3HBIM 00pa30M OTPa3UTHCS Ha
TBOEU peaibHOM ku3HU. "[ludpoBas penmyramua" - 3To TBOH UMUK,
KOTOpBIH popmupyercsa u3 nHhopMaluu o Te0e B MHTEPHETE.

TBO€ MecTO XUTEIbCTBa, yueObl, TBOE€ (PMHAHCOBOE IOJOKEHHE,
OCOOCHHOCTH XapakTepa M paccka3bl O OJIU3KUX - BCE OTO
HaKaIJuBaeTCs B CETH.

MHorue mnOoAPOCTKH JIETKOMBICIIEHHO OTHOCSTCA K MyOJUKalNu
auyHOM uHpopManuu B HMHTEpHETe, HE IOHMMAas BO3MOXKHBIX
nociaeacTeum. TbI Ja)ke HE CMOXKEIb J0ragarbCa O TOM, 4YTO
doTtorpadusi, pasmenieHHas 5 JE€T Hazaja, cTajla NPUYMHON OTKa3a
IPUHAITH TeOs Ha padoTYy.

KomMeHnTapuu, pasmenienne TBoux dortorpaduii. u  apyrue
JEHUCTBUSL MOTYT HE MCUE3HYTh JIaXK€ MOCJIE€ TOr0, KaK Thl UX YJaJHIIIb.
Thl He 3Haellb, KTO COXpaHWUJ 3Ty MHGOpPMAIMIO, Monaja Ju OHa B
MOMCKOBBIE CHUCTEMbl M COXpPaHWIACh JIM OHA, a TJABHOE: YTO
NOAYMAIOT 0 TeOe OKPY’KaIoIIUe JIFOAU, KOTOPhIE HAUIYT U YBUJAT 3TO.
Haiit uH(poOpMaIMi0 MHOTO JIET CIYCTS CMOXET JII00OM - Kak u3
I00pbIX MOOYXKJIEHUM, TaK U C HAMEPEHUEM NPUYUHUTH Bpea. OTO
MOXET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI I10 3aITUTE UPPOBON penyTaINu:

1. IMoxymaii, mpexae 4yeM 4YTo-TO IMyOJMKOBaTh M TMeEpeaaBaTh y
ceOs1 B Oy10re MM B COITMAIbHOM CETH;

2. B HacTpoiikax nmpo¢uiisi yCTAHOBU OTPAHUYEHHUS HA MPOCMOTP
TBOEr0 IPO(PUIL M €ro COJEPKUMOro, ciaenaidl ero TOJBKO M
apy3er”;

3. He pa3memiaii u He yka3plBali MHPOPMAIIMIO, KOTOPAsT MOXKET
KOT0-1100 OCKOPOJISITh MJIM OOMKATh.



ABTOPCKOE MPABO

COBpEMEHHBIC IIKOJBHUKU - aKTHUBHBIC MOJIB30BATEIN IIU(PPOBOTO
npoctpancTBa. OAHAKO JaJ€KO HE BCE 3HAIOT, 4YTO MOJIb30BaHUE
MHOTMMHM BO3MOKHOCTSIMM IIU(POBOr0 MHUpa TPeOYyeT COOII0ICHUS
IpaB Ha UHTEJJICKTYaJIbHYI0 COOCTBEHHOCT.

Tepmun "WHTEIUIEKTyaldbHasi COOCTBEHHOCTBH" OTHOCHTCS K
pPa3IMYHBIM TBOPEHHUSIM 4YEJOBEUECKOIO YyMa, HadyuMHas C HOBBIX
M300pETEHUI M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKThI
U YCIyTH, Y 3aKaHuuBasg KHUTramu, ¢hororpadusiMu, KUHOQWIBMaMHU U
MY3bIKaJIbHBIMU TTPOW3BEACHUSIMU.

ABTOpCKME TIpaBa - OTO IpaBa Ha HMHTEJJICKTYaJbHYIO
COOCTBEHHOCTb Ha NPOU3BEJCHUS HAyKH, JUTEPATypbl U HCKYCCTBA.
ABTOpPCKHME TIpaBa BBICTYIIAIOT B KayeCTBE TapaHTUHU TOTO, YTO
MHTEJJICKTYaJIbHBIN/TBOPUECKUM TPyl aBTOpa HE OyAeT HampacHBIM,
JacCT €My CIpaBeJIMBbIE BO3MOXHOCTH 3apaboTaTh Ha pe3yjbTarax
CBOEr0 TpyJla, MOJY4YUTh M3BECTHOCTh M Tpu3HaHue. Hukro 0e3
pa3penieHrus aBTOpa HE MOYKET BOCIHPOU3BOJNTH €ro NMPOU3BEACHUE,
pacnpoCTpaHsTh, myOJIUYHO JEMOHCTPUPOBATH, PO/1aBaTh,
UMIIOPTUPOBATh, IyCKaTh B  MpPOKaT, MNYyOJIWYHO  HCHOJHSTH,
MOKa3bIBATh/UCIIOHATH B 3Upe uiu pa3meniats B HTepHETE.

Hcnons3oBanue  "muparckoro"  MPOrpaMMHOTO  OOECIeUeHUs
MOXET TPUBECTH K MHOTMM PHUCKaM: OT MOTEPU JIAHHBIX K TBOUM
aKKayHTaM J10 OJIOKMPOBKM TBOErO YCTPOWCTBA, TAE€ YCTAaHOBJICHA
HeserajabHas nporpamma. He ctouT takyke 3a0bIBaTh, UTO CYIIECTBYIOT
JerajbHbIe U OeCIUIaTHBIEC MPOrPaMMbl, KOTOPHIE MOKHO HAWTH B CETH.

O nopraJe

CereBUYOK.p) - TBOW TJIABHBIA COBETYMK B CETH. 31E€Ch ThI
MOXEIIb y3HaTh O O€30MaCHOCTA B CETH MOHSATHBIM W JOCTYHHBIM
A3bIKOM, a MPU BO3HUKHOBEHUH KPUTUYECKON CUTyallud OOpaTUTHCS 32
COBETOM. A Takke MNPUHATh Yy4acTUE B KOHKypCax U CTaThb CaMbIM
IU(PPOBBIM rpaKJTaHUHOM !



